MpunoxkeHune Nel kK porosopy Nel ot 13 aekabpa 2024r

NMPANC 000 «BawasTokom —UT»

EovHunubi LleHa,

OnucaHue
n3mepeHus pyo

HaumeHoBaHue

Bble3g v guarHocTuka

[OunarHoctuka LT. 1000 TecTnpoBaHne KOMNbOTEPA U BbISIBIIEHNE HEUCTIPABHOCTU.

PabGoTbl Mo cornacoBaHHOMY TEXHUYECKOMY 3adaHuio. LleHa ykasaHa 3a oauH

[MpoekTHble paboTbl yac 3000
yac paboTbl cneumanmcra.

Bblesa 3a npegenbl ropoga* . 1500 Bblesq 3a npegensl ropoga Yda (B npegenax 20 km, ganee 40 pybnen\km)

O6crnenoBaHne KOMMbIOTEPHOW U CETEBOW MHAPACTPYKTYPbl MPEANnpUATHS,
BblSIBIIEHNE COOMHbIX Y4aCTKOB, BblAaya KOHCYbTaLMOHHOMO 3akmnoyeHus. Liena
yKasaHa 3a OfVH aKTUBHbIA CETEBON y3en (KOMMbTep, KOMMyTaTop,
MapLUpyT13aTop 1 T.n.).

O6cnenoanue JIBC LT. 600

[ocTtaBka manorabapuTHoOro
obopynoBaHus/maTtepuanos/10

3akynka v JocTaBka U3 Mara3mHa Heo6xoaMmMoro

. 1200 .
obopynosaHusi/maTepuanos/[10 nnu nepesoska U3 04HOro odurca B APYron.

YcTaHOBKa M HacTpolKa nporpaMmMHoro o6ecneyeHusi Ha MepcoHanbHbIX KOMMNbIOTEpPaX

Bkntovaet yctaHoBky OC ¢ aucTpubyTnBa 3akasymka, KpuTn4ecknx 0GHOBNEHUN,
L. 2500 OpariBepoB BHYTPEHHUX YCTPOWCTB (B Criyyae, eCrii OHU eCTb B Hanum4mm y
KNYeHTa Unv BCTPOEHbI B AUCTPUBYTUB).

YcTaHoBKa onepawloHHON
cuctembl Ha MK

Ontumusaums paboThbl BkniovaeT B ceb5 BbINOMHEHNE TOHKMX HACTPOEK CUCTEMbI A1 NOBbILLEHUSA

. . 1000 .
onepauunoHHon cuctemsl MK ObICTPOAENCTBMSA KOMMNbIOTEPA.
Pabota c obHOBNEHUAMM T 1000 YcTaHoBKa KpUTUYECKUX OBHOBNEHWI, CYLLECTBYHOLMX HA OAHHBIA MOMEHT K
onepaunoHHom cuctemsl MK ' JaHHbIM OMnepauUnoHHbLIM CUCTEMAM.
BoccraHoBneHne paboTocnocobHOCTM onepauuoHHon cuctemsl 6e3
BoccraHoBneHune y
- L. 6000 nepeycTaHoOBKW. BbINONHAETCA Npy HaNMYnmM TEXHNYECKOW BO3MOXHOCTH, He
onepaunoHHom cuctemsl MK
rapaHTMpyeTCcs YCNELWHOCTb BbINOIHEHNS.
Mwurpaums OC MK ¢ HDD Ha .
SSDp H L. 5500 MepeHoc OC ¢ xecTKoro aAMcka Ha TBepAOTENbHbIA HAKONUTENb.
YcTaHoBKa U/vnu HacTporika . . .
. YcTaHoBKa 1U/unu HacTpomnka aparvisepa BHyTpeHHero yctponctea B OC, 3a ogHo
apawnsepa MK (3a 1 L. 850 N
. BHYTpEHHee YCTPOMWCTBO.
YCTPONCTBO)
YcTaHoBKa U/vnn HacTporika -
YcTaHoBKa, 0OHOBNEHME, HAaCTpOika HEO6X0aMMbIX KOMMOHEHTOB 10,
ctaHgapTHoro ocumcHoro N0 Ha . 1000

AK Bxogsero B cnucok "CtangapTHoe ogurcHoe MO" (ykasaH Huxke).




Hactpoika firewall (ceTeBoro

wT. 750 HacTpovika napameTpoB nonutrku 6e3onacHOCTM CETEBOro JOCTyna.
3KkpaHa) Ha K
YcTtaHoBka u HacTponka 10 Ha YcTaHoBKa, HacTporka HeobxoanMbIX KOMMIOHEHTOB, perncTpaumns
MK cBsizaHHOro ¢ KpMnTo- LT, 2000 ceptudukatos 10, Bxoaswero B cnucok "CrneuunanunsmposaHHoe MO" (ykasaH
nposavaepom HUXe).
CHgaTtuve napong ¢ .
o wT. 2500 C6poc napons nonb3oBaTerns Ha onepaLyoHHON CUCTEME.
onepaunoHHon cuctemsl MK
. Hactpovika napameTtpoB BIOS, o6HoBneHue BIOS, cHsaTue napons Ha BIOS,

Hactporika BIOS Ha MK . 1000 P P P 9 P

3aMeHa afiemMeHTa NUTaHus (MpU HanMuMm TEXHUYECKON BO3MOXHOCTM)
PasmeTka xecTKkoro gucka Ha T 750 CospgaHue 1 nameHeHue normyeckux pasgenos. [nata B3vmaeTcs 3a 1 XeCcTkui
MK ’ OUCK.
[warHocTtuka n/vnn

[Mownck annapaTtHbIX M NPOrpaMMHbIX OLLMOOK, onpeaeneHne paboTocnocoBHOCTH
ncrnpaeneHne ownbok Ha yac 750

ancka.
xecTtkom aucke MK

BoccTtaHoBneHve yganeHHbIX U NoBpeXXaeHHbIX aHHbIX, BbINOSHAETCS Npu
BocctaHoBneHne aaHHbIX C 0 .
JKECTKOMO MCKa LT. 10000 OTCYTCTBMM annapaTtHbIX NOBPEXAEHWI Ha XXECTKOM AMcKe, 6onbLLon 06bem

MHdopMaLMM BOCCTaHABNMBAETCS HA HOCUTENb 3aKas3yuka.
Mounck BUPYCHbIX NporpaMm Ha T 1000 Mouck n BbisiBNEHMe BpegoOHOCHLIX MporpamMm npu noMoLun cBo6oaHo
MK ' pacnpocTpaHsieMbIX YTUUT C NOCNEeAYOWUM yaaneHneM.
HacTtporka obLiero goctyna kK .

BkntoyaeT HacTponKy obLero 4ocTyna K NpUHTEPY UM K Manke 1 pexuma
npuHTepy nnu nanke B OC . 750 o M

. . JOCTyna A Nonb3oBaTenen ceTu, He BKIOYaeT HacTpoviky firewall.
cemerictea Windows
Hactporika K ana ne4atu Ha .
< M . 750 MogkntoyeHne Kk obwemMy/ceTeBOMY NPUHTEPY, BKIOYas YCTAaHOBKY ApaniBepa.
obLumii/ceTeBON NPUHTEP
Hactporika NK Ha gocTyn K . .
LT, 750 CospaHue spnbika kK 00Len ceTeBow nanke/nogkoyYeHme CeTeBoro ameka.
obemy ceTeBOMy pecypcy
BBog pabouen ctaHuumn B BkntovyaeT HeoO6XxoaAMMble HAaCTPOMKM Ha paboyer CTaHUMK Nnog yrnpaBleHnem
. . 750 . . .

pomeH Windows OC MS Windows Vista/7/8/10 gns nogkntodeHus kK gomeHy Windows.
Hactpowika RDP lMK-Cepsep
(HacTpoiika paspewieHus HacTtpoika yganeHHoro paboyero ctona Ha K- cepepe ans nocnegyowero
noakntodeHna anga MNK-knuexnTa LT. 1000 P Y P pBEp y

K yaaneHHomy paboyemy ctony
MK-Cepgepa)

poctyna K Hemy [1K- knneHToB.




Hactporvika RDP TK-KnueHt

Hactpovika Ha MK-knneHTe goctyna kK yaaneHHomy paboyemy ctony K-

(MopkntoyeHve K yaaneHHomy L. 750

CepBepa 1 BblMUCIIUTENBHbBIX PECYPCOB CEpBEpPA.
paboyemy ctony), 3a 1 MK
HacTpolika gocTtyna k cetn T 1000 PelwieHne npobnem ¢ gocTtynom B ceTb MHTepHeT Ha [K. He BkntovaeT B cebs
nHTepHeT Ha K ' HaCTPOWKy obLiero goctyna K dpannam u nankam.
C6opka MK 13 kKoMNnekTyrLmx o

P yiot . 2500 Cbopka MK 13 coBMecTmbIx Mexay cO60M KOMNAEKTYIOLLUX.
3aKas4uka
YcTaHoBKa/3aMeHa Kakoro-rnmobo W 1500 YcTaHOBKa 1 3ameHa KomnaekTyowmx MK. O4ncTKa oT Nbliv He BXOAMUT B
anemeHTa K 3a Wwr. ' CTOMMOCTb.
YcraHoBka (MOHTax)
CTPOWCTBa B CEpPBEPHON o o o

yerp pBED . 3500 MoHTax ycTpolictBa. COopKa CTOMKM U YCTPOMCTBA B CTOMMOCTb HE BXOAMT.
cTorke/Wwkady Ha CTeHe, 3a 1
unit
OuncTka cuctemHoro 6noka ot
OB . 2000 YucTtka MK oT nbiam metogom npoaysa.

NHanBmAayanbHoOe UM rpynnoBoe obyyeHue no pabote ¢ npoayktamum Microsoft
MeToauueckas noMoLLb No ac o1 2500 Office (Word, Excel, PowerPoint, Outlook). Pa3bop ¢yHKUMOHaNa, HAaCTpOMKa U
npoayktam Microsoft Office peKkomMeHAaLUM NO UCMOJIb30BaHUIO. [10AroTOBKa METOAMYECKMX MATEPMANOB
(0byueHue) npun HeobxoAMMOCTH.

MogKntoyeHne NpuHTEpa, cKaHepa nnm MOY K MK nam cetn. YctaHoBKa
MNopgkntoyeHne " o .

LuT. oT 2000 | apaBepoB U TECTUPOBaHME YCTPOUCTBA. HacTpoiika obuero goctyna gns

npuHTepa\ckaHepa\mdy N

nonb3oBaTenen He BXOAMUT B CTOMMOCTb.
HacTpowika YcTaHOBKa 1 HacTpoWKa nporpammMHoro obecneyexus anga pabotsl ¢
KpunTorpadn4eckoro yac 3000 3neKkTpoHHOM undpposor nognuceto (ALUM). O6HoBNeHME cepTMdUKaToB,
nporpammHoro obecneyeHus MOAKITHOYEHNE TOKEHOB M NPOBEpPKa COBMECTMMOCTU C TOProBbIMU MIIOLLaAKaMM
ansa pabotbl ¢ QUMM WIIN rOCYAapCTBEHHbIMU CUCTEMAMMN.
HacTtpoiika Toprosbix HacTpovika nn4HOro kabvHeTa Ha 3NEKTPOHHbIX TOProBbIX MMoLWwaakax ¢

yac ot 3000

naoWwaaoK ncnonb3oBaHuem LM n EFAUC.
AOMUHUCTpUpPOBaHME CospaHwue, yoaneHue n namMeHeHue npas 4OCTyna JOMEHHbIX Y MOYTOBbIX
OOMEHHbIX/MOYTOBbIX YYETHbBIX . ot 1500 | y4éTHbIX 3anucen. HacTtpowka rpynn goctyna, aBToMmaTusaums nonnTukm
3anvcen u npae goctyna BesonacHocTw.
OuuncTka HoyTOyKa/MoHOBMoKa wr 5000 Ynctka HoyTOyKa nanm MoHOb6/10Ka OT MblIM METOAOM pa3bopa u npoaysa.
OT MbINu ' PaboTbl npoBoaaT B opuce AO «bawwaBTokom UT».
MepeHoc v nogknodeHune MK Ha wr 2500 MNepeHoc cuctemHoro 6710Ka, MOHUTOPA M BCex nepudepuinHbIX YCTPOMUCTB B

HoBOM paboyem mecTe

pamKax o4HOro KabuHerta.




HacTtpowka JIBC u UHTepHeT

HacTpolika annapaTtHoro

BkntovaeT HacTpolky coBmectumMoro ¢ ceTbio AO «bawasTtokom UT»
mMapupyTtunsatopa SOHO ypoBHS Ha nogkrtodeHne k cetn VIHTepHeT, co3aanune

MapLipyTusaTopa AoMaLIHero L. 1000 6ecnpoBogHoii ceTn. CornacHo cnucky "MapLupyTusaTopsbl
YPOBHS .
nomatuHero ypoBHs (SOHO)" (ykasaH Huxe).
HacTtporika annapaTHoro BkniovaeT HacTponKy MapLUpyTu3aTopa, B TOM YMcre HaCTPOKMKY AOCTyMna K CeTu
mapLupyTusaTopa Mikrotik L. 1500 WHTEpHeT, co3gaHne 6ecnpoBogHom ceTn, HacTporka default npasun firewall. He
cepuun hEX, hAP, cAP BKIItOM@ET HAacCTPONKy o6beanHEHMS yaaneHHbIX OMCOB.
HacTpowka annapaTtHoro BkntoyaeT HacTponKy mapLupyTusaTopa B COOTBETCTBUM C TpeboBaHMSAMM
mapLupyTusaTtopa Mikrotik L. 6000 3aKas4vika 1 BO3MOXHOCTAMU HacTpaMBaeMoro ycTponcTea. He BkntovaeT
cepun RB3***/4*** CCR HaCTPONKy 06beanHEHNS yaaneHHbIX OhUCOB.
HacTpolika annapaTtHoro BkntovaeT HacTponKy MapLupyTusaTopa B COOTBETCTBUM C TpebGOBaHNAMM
mapLupyTusaTtopa Mikrotik L. 13000 3aKas4vika 1 BO3MOXHOCTAMU HacTpaMBaeMoro ycTponcTea. He Bkntovaet
KOprnopaTUBHOIO YPOBHSA HaCTPONKy 06beanHEHNS yaaneHHbIX OhUCOB.
. BkntoyaeT HACTPOWMKy MEXCETEBOroO akpaHa B COOTBETCTBUM C TpeboBaHMAMM
HacTpowika mexceTeBoro o
SKDAHA L. 15000 3aKasyuvka n BO3MOXHOCTSIMM HacTpamBaemoro ycTponctea. He BkrioyaeT
P HaCTPONKY 00beanHEHNS yaaneHHbIX 0MCOB.
Hactpolika kommyTtatopa L2 T 4000 BkntovaeT HacTpoiky obopynoBaHMsi B COOTBETCTBUM C TpeboBaHUSAMM
YPOBHS ' 3aKkas4rka 1 BO3MOXHOCTAMW HacTpanBaeMoro yCTponcTea.
Hactpolika kommyTtaTtopa L3 T 6000 BkntovaeT HacTpoliky obopynoBaHMsi B COOTBETCTBUM C TpeboBaHUSAMM
YPOBHS ' 3aKas4vka 1 BO3MOXHOCTAMW HacTpanBaeMoro yCTponcTea.
BkntoyaeT HacTponky Todkm goctyna Wi-Fi B cooTBeTCcTBUM C TpeboBaHUsAMU
HacTtporika Toukun goctyna L. 1550 3aKasyuvka n BO3MOXHOCTSIMM HacTpamBaemoro ycTponctea. He BkroyaeT
NOAKITHYEHNE YCTPONCTB K TOYKE JOCTyna.
BkntovaeT HacTpoliky koHTpornnepa Wi-Fi B cooTBeTCcTBUM C TpeboBaHMAMM
HaCTpo[/]Ka KOHTpoOsnepa wi-fi WT. 3000 3aKka34ymka h BO3MOXHOCTAMKM HacTpanBaemMoro yCTpOVICTBa.
He BknoyaeT NoAKNIOYEHNE YCTPONCTB K TOYKE JOCTyna.
HacTtporika o6beanHeHus BkntovaeT HacTponKy LWMdpPOBaHHOIO TOHHENS, napameTpoB firewall,
yaarneHHbIX 0o1CcoB Ha . 3000 MapLipyTusaumm 1 ap. Ansg oobegnHeHnsa yaaneHHbiX 0rCcoB B JTIOKanbHYH
MapLupyTmMsartopax, 3a 1 Touky CeTb, HEe BKIOYAET NepenpoLUNBKY U HavanbHy HaCTPOMKY MapLupyTusartopa.
. HacTtporika cepsepHou Yyactn VPN Ha maplipyTtusartope. [NogknioveHne
Hactpolika cepsepa VPN wT. 2000 P pBEp pLipy P A
KNMEHTOB HE BXOAUT B CTOMMOCTb.
MoakntoyeHne KnmeHTa K T 1000 MopkntoueHune knneHToB K VPN cepsepy. Npn ycrnoBum, 4To cepBepHyto 4acTb

cepsepy VPN

HacTpauBanu coTpygHukn AO «BbawasTtokom NT».




Py4yHas HacTpoika napameTpoB yac 2500 HacTtpolika Tabnuupbl mapLupyTmusaumun. lNnata B3uMaeTcs 3a Kaxabli Yac
MapLupyTu3aumm paboTbl.
BknoyaeT HaACTpONMKy CETEBOro aganTtepa, MCNofib30BaHNe NPOKCU-CepPBepa,
Hactpovika JIBC Ha MK . 1000 firewall, oBwero goctyna K NpMHTEPY M Nanke, NoAKMoYeHNe K CETEBbIM
npuHTepam u nankam Ha 1 MK.
YcTaHOBKa PO3ETOoK U .
T oT 1500 YcTaHoBKa 1 NOAKIIOYEHNE PO3ETOK, KOMMYTALMOHHbBIX YCTPOWCT U APYroro
KOMMYTaLIMOHHOTO : ceTeBoro o6opyaoBaHus. TecTupoBaHue Ha paboToCnOCOBHOCTb.
obopyaoBaHua
Mpoknazka ka6ensi NBC MeTp 100 BkntovaeT npoknaaky kabensi ¢ 00XMmMom KOHHEKTOpPOB rj45. Kabenb-kaHanbl
npeobpeTarnTcs 3aKa3yMKoM OTAENbHO.
CepBepHoe nporpammHoe ob6ecne4vyeHmne Microsoft Windows
YcraHoeka OC MS Windows T 7500 BkntovaeT ycTaHOBKY OnepaLyOHHON CUCTEMbI, KPUTUYECKNX OBOHOBMEHWIA,
Server ' OpariBepOB BHYTPEHHUX YCTPOWCTB, TECTMPOBaHNEe paboToCNOCOBHOCTY.
. BoccTraHoBneHve paboTocnocobHOCTU onepaLmoHHON cucTemMbl 6e3
BoccraHoBnenne OC cemencra N
) . 20300 nepeycTaHoBKW. BbinonHaeTcs npy HanMynum TEXHNYECKOWM BO3MOXHOCTH, He
MS Windows Server
rapaHTUpPyeTCs YCNELWHOCTb BbINOMHEHNS.
PasBepTbiBaHWe JOMeHa Ha HacTtpouika ponu Active Directory, HacTporika rpynnoBoi 1 Nonb30BaTebCKOM
X . 12000
6a3e MS Windows Server NOMUTUKN.
Hacrpoitka cranfapTHon HacTtpoiika n 3anyck conytcTyowwmx cnyxb B OC cemencrasa Windows Server
cnyx6bl B OC cemenctea MS LT, 5000 .
. (DNS, WINS, DHCP, WSUS, 6pangmayap, FileServer).
Windows Server
HacTpowka TepMyMHansHoro HacTpovika cepBepa Ha npefocTaBreHne yaaneHHbIM KnneHTam ocTyna K
cepsepa B OC MS Windows LT, 11000 paboyemy cTony v BblMMCIIUTENBHBIM pecypcam cepeepa Ha 6asze OC MS
Server Windows Server.
YcTaHoBKa U/vnn HacTporika .
cepsepa B 8 OC MS Windows W, 20000 YC.TaHOBKa n/unun Hactponka CYB[ (MySQL, PostgreSQL n gp.) 8 OC MS
Windows Server.
Server
Hactponka rnaka HacTtporika nnaHa pesepBrpoBaHNA AaHHbIX pa3MeLLeHHbIX Ha cepBepe Mno
pesepBupoBaHus faHHbix B OC . 5000 P pPesepBip A P t peep A
: ynpasneHnem OC MS Windows Server.
MS Windows Server
Cosnarne/wactponka RAID- . 5000 Hactpovika paboTbl xxecTkux amckoB B RAID-maccuBe.
maccuBa
HacTtpoiika napameTtpoB BIOS, o6HoBneHne BIOS, cHaTne napons Ha BIOS,
Hactporika cepsepHoro BIOS L. 2500 3aMeHa anemMeHTa NUTaHus (NpPu HanNMyMm TeXHUYECKON BO3MOXHOCTU) B
cepBepHoM obopyaoBaHMK.




OwnarHocTuka wn/unu
ncrnpaeneHne ownbok Ha

BbinonHeHne npouenypbl NOMCKa annapaTHbIX U NPOrpaMMHbIX OLLNGOK,
onpegeneHune paborocnocobHocTn ancka, BocctaHoBneHne RAID- maccumBa,

ECTKOM AVCKE B CEpBEPHON . 8000 BbINOMHAETCS NPU HANMYUN TEXHUYECKOM
OC MS Windows Server BO3MOXHOCTW.
Cb6opka cepBepa n3 .
P peep . 6000 C6opka cepBepa 13 COBMECTUMbIX MEXAY COOOM KOMMMEKTYOLLIMX.

KOMMIEKTYRLWNX 3aKa3d4vnKa

HacTtpownka u

yCTaHOBKa LU pOBbIX

/aHanoroBbIx/IP ATC/TenedoHHOro o6opynoBaHus

MopkntoyeHve n HacTponka

BkntovyaeT pacnakoBky TenedoHa u3 Kopobku, NOAKIMIOYEHME K CYLLIECTBYIOLLEN

IP/SIP/cuctemHoro . 1500 NNHWK CBA3K, HACTPOWKa ip-agpeca, yY4eTHOM 3anucu, AaTbl, BpEMEHU U Ap. Ha
TenecoHa/DSS-koHconu IP-TenedoHe.
HacTpovika BHyTPEHHUX HOMEPOB, MapLLUPyTM3aLny BXOAALWMNX/MCXOOALLMX
O6HoBReHne/nepeHacTpoika 3BOHKOB, O4epean BXOOALLMX 3BOHKOB, rpynn aboHEHTOB, pacnpegeneHue
TeKyLero pexuma pabotsl IP yac 4000 BXOSLLMX BbI3OBOB MO JIMHUSAM 1 BPEMEHM CYTOK. B cToMMOCTb BXOAUT
ATC HacTpoika 6a3oBoro 6rnoka. He BkrtoyaeT HaCTPOKKy TenedOHOB, YCTAHOBKY U
MOHTa)x 060pyAOBaHUS.
HacTpowika BHyTpeHHMX HoMepoB(He 6onee 10), mapLipyTnsaumm
BXOOALLNX/MCXOAALLNX 3BOHKOB(HE Bornee 2), ouepean BXoasLLmMX 3BOHKOB(He
. . bonee 2), rpynn aboHeHTOB(He 6onee 2), cornacoBaHns ¢ NpoBangepom,
HacTtpovika obnayHon IP-ATC
M Off wT. 17000 pacnpefeneHne BXoasaLmx BbI30BOB N0 nNuHMaAM(He 6onee 2 anannnaHos u 30
ango-ice CTPOK) 1 BpEMeHM CyTOK. B cTOMMOCTb BXOAMT HacTpolika 6asosoro 6noka. He
BKITHOYaET HacTPOWKy TenedOoHOB, YCTAHOBKY Y MOHTaX
obopynoBaHus.
. HacTpovika ip-agpeca, y4eTHol 3anucu u ap. Ha VolP- wrno3e He Gonee aByx
Hactpoliika VolP-wnto3a wT. 3500 P p-anp y Ap ABy
TIHURA.
InarHoctuka (nMovck) .
[Monck HencnpaBHOCTEN N UX MPUYKNH B TeNEedOHHbIX ceTsax. He BkntovaeT B cebsa
HeucnpaBHOCTM paboTbl ATC n yac 3000
TA ycTpaHeHne gedeKkToB.
. YcTaHoBKa 1 HacTpolika cepBuca Asterisk. HacTponka BHyTpEHHMX HOMEPOB,
YCTaHOBKa M/MNM HACTpOVIKa MapLUPYTU3aLMN BXOAALLNX/MCXOASLLNX 3BOHKOB, OYeEpPean BXOLSALLMX 3BOHKOB
cepsuca TenedoHun Ha OC PLIPY ’ P ’
. . L. 24500 rpynn aboHeHTOB, pacnpefeneHne BXOASALNX BbI30OBOB MO IMHUSM Y BPEMEHMU
cemenctea *NIX Ha 6ase o
. CyTOK. He BkntoyaeT HacTporiky TenedoHOB, YCTAHOBKY U MOHTaX
Asterisk (FreePBX) N
06opyoBaHnsi, HACTPOMKY ceTeBoro obopyaoBaHus.
YcTaHoBKa n/vnn HacTpoika o
HacTtporika cepBnCOB MO TEXHUYECKOMY 3aaHuio 3aKkasyumka, B TOM YUCHEe, HO He
OOMNOMHUTENBHbBIX CEPBNCOB yac 3500

(pabouen cuctemsl) Asterisk.

orpaHu4dmBasich, DISA, ayano - BUaeoKOHMepeHunmr, KOnm-LueHTp.

HaCTpOﬁKa n yctaHoBKa Ll,VI(*)pOBI:IX cucTtemM BngeoHabnoaeHus




. HacTpovika ceTeBbix NnapameTpoB, napameTpoB 6e3onacHocTn. He BkntovaeT
HacTtpolika IP kamepsbl wT. 1500
YyCTaHOBKY Kamepbl Ha CTEHyY/MOTOMNOoK/onopy.
PacnakoBka, MOHTaX B CTOMKY, NOOKMNIOYEHME XXECTKUX AUCKOB, HACTpOKa
Hactpoiika IP 4000 CceTeBbIX NapaMeTpoB, NnaHa apxmBea.
L. -
BMaeoperucTpaTopa HacTtpoika yaaneHHOro npocMoTpa 1 NOAKMYEHNE Kamep K
BUAeoperucTpaTopy He BXoAAT B CTOMMOCTb.
MogxkntoyeHune IP kamepsbl K .
. 250 [NogkntoueHne 1 HacTporka nnaHa 3anucn apxmea Kamepbl.
BUAEOperucTpaTopy
HacTpolika yganeHHoro o
BbiBOA n300paxkeHns n apxmBa Ha MOOUNbHbBIM TenedoH, yaaneHHoe pabovee
npocMOoTpa C OLHOro wT 3500 _
MecTO. [pn HaNMYMM TEXHNYECKOM BO3MOXKXHOCTH.
Buaeoperucrparopa
Mpouwne ycnyru obroBapuBaroTca MHAUBUAYaNbLHO
WHble yenyrm yac ot 3000
O6roBapuBarOTCA MHANBMAYANBHO

HaumeHoBaHue “E‘::Z:Z::; Ll:;g, OnucaHue
YcrtaHoBka 1C
YcraHoBKa L. 7000 YcraHoBka v HacTporika "1C:lMpeanpuaTtue 8" B hannosom BapuaHTe
YcraHoBKa L. 14000 YctaHoBka v HacTpouka "1C:IMpeanpuaTtua 8" B cepBepHOM BapuaHTte
YcTaHoBKa L. 3500 YcraHoBka "1C:Mpeanpuatne 8" Ha nokanbHbIX KOMMNbOTEPaX (40 5 KOMMbLIOTEPOB)
HacTpoiika gocTyna W, 3500 ?::;gggka MHOrononb30BaTENbLCKOro JocTyna K davinoson 6ase ganHHbix "1C:Mpeanpuatne 8" ons dannosoro
HacTpoiika gocTyna W, 3500 ?:;;g;ﬁka MHOroMnonb30BaTENbCKOro AoCTyna K dpannoson 6ase gaHHbIx "1C:MpeanpusaTtne 8" yepes WEB-
HacTtpoiika L. 9400 HacTpolika aBToMaTmn4eckoro pesepBHoro konmposaHusa MS SQL
O6HoBneHue 1C
O6HoBneHne yac 2500 O6HoBneHne TMNoBbIX KoHdurypauumn 1C:Mpegnpuatns 8
O6HoBneHne yac 3000 O6HoBneHne HeTUNoBbIX KoHGUrypauun 1C:MNpegnpuatmsa 8
KoHcynbTaumoHHblie ycnyru 1C
KoHcynbTauus yac 2300 KoHcynbTauum nonb3oatenen no pabote B Tunoson nporpamme 1C:Mpegnpusatmsa 8*
KoHcynbTauus yac 2500 KoHcynbTauum nonb3oBaTenen no y4eTy B nporpaMMax pasnuyHbix HeTunosbix onepauui 1C:MNpegnpuatma 8**




O6yyeHne yac 2500 O06yueHune Trnoson nporpamme 1C:MpegnpuaTns 8
PaspaboTka o
N yac 2400 PaspaboTka MHCTPYKUNIA, METOOUYECKNX Y HOPMATMBHBLIX MaTepranos
WHCTPYKLIMI
CospgaHue u
HacTpoMKa YYETHbIX yac 2500 CosgaHune y4eTHbIX 3anucer 1 HacTporka npae goctyna B nporpamme 1C:IMpeanpuaTtua 8
3anucen
PaspaboTtka u nporpammupoBaHue 1C
PaspaboTka o
PaspaboTtka TexHu4eckoro 3agaHus. TexHn4yeckoe 3agaHme - 3T0 JOKYMEHT, KOTOPbIN MOHATEH 3aKa3ynky u
TEXHUYECKOro yac 3500 N
sanaHms [0CTaToveH Ans BbIMONHEHMs paboT no gopaboTke Ui HaCTPOMKe Nporpammbl
Hactpolika .
CMHXDOHM3ALN L. 9000 HacTpovika cuHXpoHu3aumm mexagy MHopmaumoHHbiMm 6a3amum 1C (napa 6a3)
PaspaboTtka yac 3000 Pa3paboTka HOBbIX NOACUCTEM A1 pacLUMPEHMs BO3MOXHOCTeN nporpammbl 1C:MNpegnpuatma 8
PaspaboTka yac 3000 [loGaBneHne HOBbIX OMNLMIA B TUMOBbIE KOH(UTypaLun
PaspaboTka yac 3000 Pa3paboTka neyaTHbIX hOPM 1 HOBbIX OTYETOB
PaspaboTka yac 3000 CospgaHne 06paboTok Anst rpynnoBori 06paboTkn AaHHbIX
PaspaboTka yac 3000 OnTummnsaumsa NnporpaMMHOro koga ansa yckopeHus pabotsl 1C
PaspaboTka yac 3000 WHTerpauusa ¢ cantamu unu mapkeTtnnencamu
PaspaboTka yac 3000 OOMeH fgaHHbIMKM ¢ NporpaMmamu He Ha nnatdopme 1C
Mpoune ycnyru obroBapuBaroTca MHAUBUAYarbLHO
Mpoyne ycnyru yac o1 3000 | O6rosapuBaOTCa MHAVBWAYANbHO, OKa3bIBAKOTCA MPU HAMYUM TEXHUYECKON BO3MOXHOCTM

Bce ycnyrn/paboTbl BbINOAHAKTCA C NPeABapUTeNbHOW AMArHOCTMKOW, KOTOpAas BKAOYEHA B
CTOoMMOCTb ycayr. nata 3a AMArHOCTUMKY B3MMAaeTcA B TOM C/y4ae, ecn 3akas3uyMmK OTKa3blBaeTcA
OT NPeANoXeHHbIX BApUaHTOB pelleHns npobnembl/3aaaum cneyunanmcramm O0OO«bawasTokom UT».

CMo/Ib30BaHHblE COKPaALLEHUA:
OC - OnepaunoOHHaa cMcTema;

MS - Miciosoft;

NBC - JTokanbHO-BbIYUCAUTENbHAA CETD;
MO - MNporpammHoe obecneyeHue;




MK - nepcoHanbHbIN KOMNbIOTEP;

SOHO (Small Office Home Office) - «manbii odpuc/gomatuHuin opmc» —
Ha3BaHMe cermeHTa pblHKa. SOHO oTHOCKTCA K KaTeropum busHeca, KOTOpPbIi
BK/toYaeT B ceba o1 1 o 10 coTpyaHMKOB;

RDP (Remote Desktop Piotocol) - npoTokon yaanéHHoro

pabouero cTona;

BIOS (basic input/output system) - «6a3oBasa cucTtema BBOAa-BbiBOAA» -
npeaHasHavyaeTca A1a NPeaocTaBNeHUA onepauMoHHON cucteme [0CTyna K
annapaTtype KOMNbloTepa M MOAKAOYEHHbIM K HEMy yCTPOMCTBaM;

B/, - ba3a [laHHbIX ;

*NIX - cemelicTBO NepeHOCUMbIX, MHOr03a4a4HbIX U1

MHOTr0MNo/1b30BaTe/IbCKMX OMEPaLNOHHbBIX CUCTEM;

PPIP - TYyHHENbHbIN NPOTOKO/ TUNA TOYKA-TOYKA, NO3BONAIOLLMIA KOMMbIOTEPY
yCTaHaB/IMBaTb 3alULLEHHOE COeANHEHMNE C CEPBEPOM 3a CHET CO34aHNA
CNeLmanbHOro TYHHeNA B CTaHAAPTHOM, He3aWMLLEHHOM ceTw;

VPN (Viitual Piivate Netwoik, BUpTyanbHan 4yacTHasA ceTb)

— yAaJieHHoe nogkat4yeHue no npotokony PPIP, L2[P,

ipsec, IKEv2;

Filewall - Me)ceTeBOW 3KpaH WM CETEBOM 3KpPaH — KOMMJEKC annapaTHbIX WUau
NPOrpPamMmMHbIX CPeACTB, OCYLLECTBAAOWMIA KOHTPONb U GUNBTPALLUIO NPOXOAALLMX Yepes
HEero ceTeBblX MAaKeTOB B COOTBETCTBUM C 3aA4aHHbIMW NpaBuIamu;

ATC - aBTOMaTM4eckas TesiepoHHasA CTaHLMSA;

RAID - maccMB M3 HECKOJIbKMX [AWUCKOB (3aNOMMHAIOLLMX YCTPOKCTB), ynpasBasembixX
KOHTPON/IEPOM, CBA3AHHbIX MeXKAy COOON CKOPOCTHBIMW KaHanamu nepefayn [aHHbIX
M BOCNPUHUMAEMbIX BHELLUHEN CUCTEMOM KaK eaAnHOe Lenoe;

HITP (Hypeilext liansfei Piotocol — «npoTokon nepenaun

rMNepTeKCTa») — NPOTOKOA NPUKNALHOTO YPOBHSA

nepefayv AaHHbIX;

DNS (Domain Name System — cucrema AOMEHHbIX UMEH) — 3TO CUCTEMa,
no3BosiAoWwan npeobpas3osbiBaTb CUMBOJIbHbIE UMEHA JOMEHOB B IP-

aapeca (1 HaobopoT) B ceTtax ICP/IP;

WINS (Windows Inteinet Name Seivice - Cny»k6a umén Windows

Inteinet) — cnyx6a conocraBneHunsa NetBIOS- MMEH KOMNbIOTEPOB

c IP-appecamu y3nos;



DHCP (Dynamic Host Configuiation Piotocol — npoTokon AMHaMW4YecKol HaCTPOMKU
y3/1a) — CEeTeBOW MPOTOKO/, MO3BONAIOWMIA KOMMbIOTEPAM aBTOMATMYECKM MOJyYaThb
IP-agpec ¥ gpyrue napameTtpbl, Heobxoaumble ana pabotsel 8 cetn [CP/IP;

[CP/IP — Habop ceTeBbIX NPOTOKOJ/I0B Nepeaayn AaHHbIX,

NCMNONb3yeMbIX B CETAX, BKAtOYaA ceTb IHTEpPHET;

[CP (Ifansmission Contiol Piotocol - npoTokon ynpaBieHua nepegaveit) — oauH un3
OCHOBHbIX NMPOTOKO/I0B Nepesayn faHHbIX MHTepHeTa, npeaHa3HavyeHHbI gns
ynpasneHusa nepegadeit aHHbIX B cetax u nogcetax [CP/IP;

IP (Inteinet Piotocol) — merkceTeBoMnpoToKon. OTHOCUTCA K

MapLIpyTU3MPYEMbIM MPOTOKO/IAM CETEBOrO YPOBHA

cememncrsa [CP/IP;

SIP (Session Initiation Piotocol) — npoToKkon nepefayn AaHHbIX, KOTOPbIN ONUCLIBAET CNOCcob
YCTaHOBNEHMA U 3aBEPLLUEHUA NO/Ib30BATE/NIbCKOrO MHTEPHET-CEaHCA, BK/OYAtOLWEro obmeH
MYAbTUMEANNHBIM COAEPHKUMbIM (BUAEO- U ayANOKOHPEPEHUMA, MTHOBEHHbIE COODBLLLEHMSA, OHNANH-
nrpol);

CYB/, (Cuctema ynpasneHusa 6asammn AaHHbIX) — COBOKYMHOCTb MPOrPaMMHbIX U
JIMHIBUCTUYECKUX CPeacTB 0bLEero Uan cneumnanbHoro HasHadyeHus, obecneymBatowmx
ynpaB/ieHMe co34aHMEM U UCMOJIb30BaHNEM 6a3 AaHHbIX;

VolP (Voice ovei IP) - ronocosas cBA3b No npoTokony IP;

DISA (Diiect Inwaid System Access) - npsimol

BHYTPUCUCTEMHBIN JOCTYN.

Unit — 3To egMHMLA U3MEPEHUS, NCMO/Ib3yeman A1 ONUCAHMA BbICOTbI

cepBepa, CeTeBOro KOMMYTaToOPa UN APYroro aHaIorMYyHOro YCTPOMUCTBA,

YCTaHOB/IEHHOIO B CEPBEPHOM CTOMKeE.

Cnucok "CraHgapTHoe opucHoe MO": aHTUBMPYC (NMLLEH3UOHHBIM MAM NPOBHbINK, nan MS Secuiity Essential npu
HanuumMm nmueHsun Ha OC Windows), MS/Open/Libia Office, Adobe Readei, 2gis, apxusatop 7-zip, ayano/
BMAEO Kogeku u npourpbiBaTenn (K-Lite Codecs, nneiiepbl AIMP, VLC), adobe flash playei, java, MS .NEI

Fiamewoik.

Cnucok "CneuumanusmposaHHoe [10": nporpammbl ynpaBieHUA AEHEXHbIMKU cpeacTBamu (KameHT-6aHK, bawduH), Kpunto-Mpo,
CUCTEMbI 3/IEKTPOHHbIX TOProB, MPOrpammbl A5 ynpasaeH4Yeckoro u byxrantepckoro ydeta (1C, Mapyc), cuctembl caayumn 3NEKTPOHHOM
OTYETHOCTM MO KaHanam cBA3mn (KoHTyp IKcTepH, CBUC++), nporpamMm NoAroToBKM AOKYMEHTOB 0TYeTHOCTM (Hanoronnatenbumk, KO,

Spu_oib, JokymeHTbl MY 5).



Cnucok "MapupyTmnsaTopbl AomaluHero yposHA (SOHO)": IP-Link cepuun IL-WRxxxx, D-Link
DIR-3XX/6XX c pesusuneir B/C/E/K/M, poytepbl ASUS cepuit RI't WL, Netgeai cepuii
R/WNR/WNDR/JNR/JWNR, Zyxel cepun Keenetic, Upvel UP-315BN, I[RENDnet cepuu [EW.

MaTepwuanbl u 060pyaoBaHMe B CTOMMOCTb YCayr/paboT He BXOAAT, eCiv He
yKa3aHo uHoe. MNporpammHoe obecnedyeHune ycTaHaBAUBAETCA NPW HAANUYUK
Y 3aKa3umKa MLEH3MUMN,

*K TnoBbiM Nporpammam oTHocaTca 1C:byxrantepua 8, 1C:YnpasneHue Toprosnei 8, 1C:3apnnarta v ynpasaeHue nepcoHanom 8, 1C:YnpasneHue Hawein pupmoit 8.
MofA KoHcynbTauMen NOHMMAETCA NPesoCcTaBAeHMe CNPABKU UK 0bCyKaeHMe Bonpoca, 6e3 aHaM3a BaWKX AaHHbIX. 18 Toro, 4Tobbl A4aTb 3aKNto4YeHMe no ownbke
B Nporpamme, Heobxogmma ycayra AHaauTMKa MHGopmaLMoHHOM H6asbl.

ok Koraa 3anpoc cBA3aH ¢ owmnbkoi nam He aleKBATHbIMU AaHHbIMU B NpOorpamme. O6paTMTe BHMMaHUWeE, YTO TaKaA pa60Ta nposoaunTCA npu
HenocpeaACTBEHHOM U CaAMOCTOATE/IbHOM A0CTyne cneunasancta B nporpammy.



